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Infroduction

Scope: This policy is primarily aimed at our clients, potential clients, or any such related persons whose personal
information is or may be held by us.

We are insurance brokers, operating as an authorised financial services provider, and registered with the Financial
Sector Conduct Authority (FSCA), and licenced to provide advice and render intermediary services in respect of
Short-term Insurance: Personal Lines and Commercial Lines.

This policy setfs out how and why we collect and use personal information and provides details about individuals’
rights in relation to such information. It applies to personal information provided to us, both by individuals themselves
and by others, i.e., third parties for example managing agents.

We may use personal information provided to us for any of the purposes described in this privacy policy or as
otherwise stated and agreed to at the point of collection.

“Personal Information” means information relating to an identifiable, living, natural person and where applicable,
an identifiable, existing juristic person. This can include, but is not limited to, any identifying number, registration
number, email address, physical address, telephone number, location information, race, gender, marital status,
age, physical or mental health, disability, or culture of the person; information relating to the education or the
medical, financial, criminal or employment history of the person, as well as the personal opinions or views of the
person, and correspondence sent by the person that is implicitly or explicitly of a private or confidential nature.

In this privacy policy, we therefore refer to information about you or information that identifies you, as “personal
information”. We may also collectively refer to collecting, handling, protecting, or storing your personal information
as “processing” such personal information.

We process personal information for various purposes and the type of information we collect will depend on the
purpose for which it is collected and used. It is our policy to be fransparent about why and how we process such
information.

As an intermediary, we primarily process personal information in accordance with the insurers’ requirements.
However, our service offerings to our clients may also result in us determining the purpose of and means for
processing additional personal information, because what we are contracted to do for our clients will often go
beyond the minimum insurer requirements.

Our legal grounds for processing your personal information
We process personal information in accordance with the following processing conditions:
e To perform our obligations as an intermediary / broker.

o Ourlegitimate interests in the effective delivery of information and services to our clients and in the effective
and lawful operation of our business (provided these do not interfere with your rights).
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o Our legitimate interests in developing and improving our business, services, and offerings (provided these do
not interfere with your rights).

¢ To meet relevant regulatory or legal requirements, meaning that we may have a legal obligation to process
certain personal information or provide our services in a particular way; or

¢  Where no other processing condifion is applicable, where you have agreed to us processing your personal
information for the relevant and specified purpose/s.

Our processing activities

We have categorised our processing activities and established a data inventory.

Collection of personal information

We may collect personal information through various means, for example, from telephone calls, emails, hard copy
records, electronic file fransfers, as well as from third parties involved in our dealings with you.

Personal information will be collected directly from you, i.e., the individual fo which the information relates (the
“data subject”), except if:

Your personal information is contained in a public record or has deliberately been made public by yourself.
You have consented to the collection of the information from another source.

The collection of the information from another source would not prejudice your legitimate interests.

Where the collection of the information from another source is necessary for the compliance with any
applicable laws, for the conduct of any court proceedings, and/or to maintain our legitimate interests; or

e Where such compliance is not reasonably practicable in the circumstances of the particular case.

We only request the information that is needed in order for us to perform our duties, and where we believe that
excessive personal information has been willingly provided to us, and where such information does not serve any
lawful purpose, we will delete such record/s from our possession without undue delay.

How we use your personal information

We may use your information or obtain information about you for the following purposes:

e Assessing your insurance needs, and arranging the placement of your insurance/s.

¢ Managing and servicing your policy.

e Handling of claims.

e Credit searches, claims checks, and the verification of personal information, where applicable.

e Fraud prevention and detection in conjunction with the relevant insurers.

o Offering other related products and services to you.

¢ Audit and record keeping purposes.

¢ Compliance with legal and regulatory requirements.

¢ Communicating with you and others as part of our business.

e Sending you important information regarding changes to our policies, other terms and conditions, our
website and other administrative information.
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e Resolving complaints, and handling requests for data access or correction.

Transferring and disclosing of personal information
Cross-border transfers

We do not fransfer any personal information outside of South Africa. We do however utilise cloud storage for our file
back-ups, and it is possible that a cloud may be located abroad.

Third Party Providers

We may transfer or disclose the personal information we collect to third party contractors, service providers and/or
consultants, who support our business in providing its services and help provide, run, and manage our IT systems.
The third party providers we use can include bookkeepers, auditors, data analysts, IT management, data backup,
security, and cloud storage services.

These third party providers may also use their own third party subcontractors that in turn have access to your
personal information. In such cases, the use of third party providers will be strictly monitored to take all reasonable
steps in ensuring that the subconfractors maintain appropriate levels of security and confidentiality, to process
personal information in line with our instructions.

Other instances where personal information may be disclosed

The following list includes but is not limited to some of the instances where we may disclose the personal information
obtained from you:

¢ When any regulatory authority for the various financial sectors requests same.

¢ To comply with any regulation passed under relevant legislation, or any legal process.

e To enforce and protect our rights and property (including intellectual property) and/or where we have a
legitimate interest to do so.

e When you have expressly authorised us to do so; or

e If we undergo a change in ownership.

We do not and will not sell or provide personal information to third parties for independent use.

Where we share personal information with our business associates, if that information is required to provide the
product or service you have requested, our business associates will adhere to using your information only as
directed by us.

Our website

We use Google Analytics to collect statistical information about how our website (https://pento.co.za) is used, how
many users we have, which parts of our site are most popular, what browsers are used (so we can maximize
compatibility), the country or region where our users are located, and the demographics and interests of our users.
This enables us to better understand who is using our website with the aim of improving your experience and our
services.
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Google Analytics services involve the use of cookies that collect information such as your IP address or other
identifiers, browser information, and information about the content you view and interact with to record how you
use our digital services.

Web browser cookies and similar fracking fechnologies, such as tags, scripts, and beacons, are small pieces of
code (referred to as cookies hereafter) which are sent as a small text file by a website to your computer or mobile
device where it is stored by your web browser. Web browser cookies may store information such as your IP address
or other identifiers, your browser type, and information about the content you view and interact with on our
website. By storing such information, web browser cookies can remember your preferences and settings for online
services and analyse how you use online services. Find out more about cookies on http://www.allaboutcookies.org/

Managing Cookies and Local Storage on Your Device

You can choose how web browser cookies are handled by your device via your browser settings, including to
refuse or delete all cookies. Some devices allow you to conftrol this via your device settings. If you choose not to
receive cookies at any time, the website may not function properly, and certain services will not be provided. Each
browser and device are different, so check the settings menu of your browser or device to learn how to change
your advertising settings/cookie preferences.

By using our website, you agree to the use of the above cookies. To find out more about the Google Analyfics
services used on our digital services or to opt out, please visit: hitps://tools.google.com/dlpage/gaoptout.

Links to other sites

Our website may contain links to other sites that are not operated by us. If you click on a third-party link, you will be
directed to that party’s website. The fact that we provide a link to a website is not an endorsement or authorisation
of that third party, and we will not be held legally responsible for any personal information that you reveal to a third
party which has a link on our website. It is important that you refer to that third party's privacy statement before you
reveal any of your personal information.

If we ask you to provide certain information by which you can be identified when using our website, i.e., fo enable
you to send us a query or a request by means of an email, via our Contact Us page, it will only be used in
accordance with the intended purpose.

We take reasonable and necessary precautions to secure your fransactions on our welbsite however; we cannot
guarantee the confidentiality of your tfransactions. Using our website is entirely at your own risk.

Security

Protecting your personal information

We have implemented generally accepted standards of fechnology and operational security in order to protect
personal information from loss, misuse, alteration, or destruction.

We update and test our security technology on a regular basis. Access to your personal information is restricted and
only those employees who need to know that information in order to provide services to you, will have access to it.
In addition, we have trained our employees about the importance of confidentiality and information security.
Although we use appropriate security measures once we have received your personal information, the transmission
of data over the internet (including by email) is never completely secure.

We endeavour to protect personal information, but we cannot guarantee the security of data transmitted to or by
us.
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Retention of your personal information

We will retain personal information for the period necessary to fulfil the inftended and agreed purposes unless a
longer retention period is required or permitted by law or agreed to by you.

Your legal rights in relation to personal information

If you believe you are a data subject and/or we have any of your personal information, you may have a legal right
to:

e Request confirmation, free of charge, as to whether or not we hold any personal information about you.

e Receive details of your personal information that we hold and obtain information about the identity of all
third parties who have, or have had, access to your information. You may be charged a prescribed fee for
this; however, you will be notified of this upfront.

e Request for your personal information to be amended or corrected where it is inaccurate or incomplete.

e Request us to delete your personal information in the following cases:
= the personal information is no longer necessary in relation to the purposes for which it was collected and

processed.
= our only legal ground for processing is consent, and you withdraw such consent.
= your personal information has been unlawfully processed; or
= your personal information must be erased to comply with a legal obligation to which we are subject.

Where the Promotion of Access to Information Act (PAIA) sets out grounds for refusal of access to certain records,
we may decline to disclose information that has been requested. You will however be notified in writing should we
not be in a position to provide the requested personal information to you.

Changes to this privacy policy

We may update this privacy policy at any time, for any reason and without notice to you, and from the stated
revision date our amended privacy policy will then be applicable.

We will however communicate any material changes thereto to our clients.

Contact us

Should you wish to submit a request to exercise a legal right in relation to your personal information, or if you would
like to submit a complaint about the handling of your personal information, or if you have any queries, please

contact us via the following details:

Information Officer: Benita Vosloo

Tel: +27 (0)83 703 1399
Email: benita@pento.co.za
By post: 16 Harcombe Road, Warner Beach, Kingsburgh, Kwa-Zulu Natal, 4126
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